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Domain

v Name servers
v DNSSEC
x CAA

Email

v Mail servers

SECURE TRANSPORT (SMTP)
v TLS

v Certificates

v MTA-STS

v TLS-RPT

% DANE

AUTHENTICATION AND POLICY
v SPF
v DMARC

WWW

PROTOCOLS
v HTTP (80)
v HTTPS (443)

SECURE TRANSPORT
v TLS

v Certificates

v Cookies

v Mixed Content

MODERN SECURITY FEATURES
v Strict Transport Security
v Content Security Policy
% Subresource Integrity

v Expect CT

APPLICATION SECURITY

v Frame Options

v XSS Protection

v Content Type Options
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